IMAMSTKA
MH®OPMAIIMOHHA S BE3OITACHOCTbD JETEM
C KaXObIM TOIOM MOJIO/EKU B MHTEPHETE CTAHOBHUTHCSA OOJIBINE, a IIKOJBHUKN OJTHU M3 CaMbIX aKTHBHBIX
nosib3oBarene PyHera. Mexny TeM, NOMHMO OrPOMHOrO KOJMYECTBA BO3MOXKHOCTEH, HMHTEPHET HECET U
mpoOJeMbl. JTa maMsATKa T0JDKHA TOMOYb TeOe 0€3011acHO HaXOIUTHCS B CETH.

KoMmnbloTepHbie BUPYChI

KommbroTepHBIif BUPYC - 3TO pa3HOBHAHOCTH KOMITBIOTEPHBIX NMPOTPaMM, OTIMIHTEIHFHON OCOOEHHOCTHIO
KOTOpPOH SIBIAETCA CHOCOOHOCTh K Pa3MHOXKEHHIO. B 1omoiHeHWe K 3TOMY, BHPYCHI MOTYT IOBPEIUTH HIIH
MOJTHOCTBIO YHHYTOXKHUTh BcE (hailiibl M JaHHBIC, MOAKOHTPONBHBIE IOJH30BATENI0, OT MMEHH KOTOPOro OblIa
3alylleHa 3apaKeHHasl MPOrpaMMa, a TakXKe MOBPEIUTh WM Ja)Xe YHUYTOXKUTH ONEPAMOHHYIO CHCTEMY CO BCEMHU
(aiinamu B 1iesioM. B GoJIBIIMHCTBE Clly4aeB pacpoCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToab! 3alUTHL OT BPEAOHOCHBIX IPOTPaMM:

1. Hcnome3yl cOBpeMeHHBIE OIEpAalMOHHBIE CHCTEMBI, HUMEIOIUE CEPbE3HBIH YPOBEHb 3aIUTHl OT
BPEJIOHOCHBIX IPOTPaMM;

2. IocTrosiHHO ycTaHaBnMBail mautd (UUQPOBBIE 3aIIaTKH, KOTOPbIE aBTOMATHYECKH YCTaHABIMBAIOTCS C
LENbI0 JOPaOOTKH HPOTpaMMBI) M ApPYrue OOHOBJIEHUsI CBOEH ONEpalioHHOW cucTeMbl. CKauMBal MX TOJBKO C
odunmansHOTO caifra pazpaborurnka OC. Eciu cyniecTByeT pesKuM aBTOMaTHIECKOTO 0OHOBJICHHUS, BKIIIOYH €T0;

3. Pabortaii Ha cBOEM KOMIIBIOTEpE IOJ MPaBaMH ITOJIb30BATEN, a HE aAMHHUCTPATOpa. DTO HE IO3BOJHT
OOJIBIIMHCTBY BPEAOHOCHBIX IIPOTrPaMM MHCTAJUTMPOBATHCS Ha TBOEM MEPCOHATBHOM KOMIBIOTEPE;

4. Vcnonp3y#l aHTUBHPYCHBIE MPOIPAMMHBIE IPOTYKTHl HU3BECTHBIX MPOU3BOIUTEINEH, C aBTOMAaTHYECKUM
00OHOBJIEHHEM 0a3;

5. Orpannub (pU3HYECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHMX JIMIL;

6. Ucnonp3yii BHEITHUE HOCUTENIHN MHPOPMAIIMH, TaKUe KakK Qielika, TUCK Wi (a1 U3 UHTEpHETa, TOJIBKO
U3 IPOBEPEHHBIX HCTOUHHUKOB;

7. He oTkpbiBail KOMNBIOTEpHbIC (aibl, MONTyuYeHHbIE M3 HEHAJEeKHBIX HMCTOYHUKOB. [laxke Te daitbl,
KOTOpBIE MTPUCIIA TBOH 3HAKOMBIH. JlyUllle yTOUHH y HEro, OTIIPABIISLI JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi - 310 He BHI mepemayd JAHHBIX, HE TEXHOJIOTHs, a BCEro Juib OpeHn, mapka. Eme B 1991 romy
HUJIepIIaHJIcKass KoMnaHus 3apeructpupoBaia Openn "WECA", uro o6o3nawano cnoBocoueranue '"Wireless
Fidelity", xoTopblil nepeBoANTCS Kak "OecnpoBoiHAs TOYHOCTH" .

Jlo Hamero BpeMeHM jomuia Jpyras aOOpeBHaTypa, KOTOpas SIBISICTCS TaKOW JK€ TEXHOJOTHEeH. OTo
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHHe OBLTO TaHO C HAMEKOM Ha CTaHIAPT BHICIICH 3ByKOBOI Texankn Hi-Fi, daro
B [IEPEBOJIE O3HAYAET "BBICOKASI TOUYHOCTD'".

Ha, OecrnaTHBI HWHTEPHET-IOCTYN B Kade, OTeNIIX W a’dponoprax SBISETCS OTIMYHOH BO3MOXXHOCTBIO
BBIX0/1a B MHTEpHET. HO MHOTHE 3KCHEepThI CUNTAIOT, YTo obmmenoctynHble Wi-Fi ceTn He sSBIsIOTCS 6€301I1acHBIMH.

CoBeTbl 10 6€3011aCHOCTH PabOThI B 001IEOCTYHHBIX ceTax Wi-fi:

1. He mepenmamaii cBoro nmuHyr0 wuH(popManmioo depe3 oOmenoctynHele Wi-Fi cern. Paboras B HuX,
JKeJIaTeJIbHO HE BBOAMTH MAPOJIH JOCTYIIA, JJIOTUHBI U KAKHE-TO HOMEPa;

2. Vcnonp3yi 1 0OGHOBIISIM aHTUBHPYCHBIE IPOTPaMMBbI B OpaHaMayep. Tem caMbIM ThI o6e30macuiib ceds oT
3aKa4yKy BUpyca Ha TBOE YCTPOUCTBO;

3. Tlpu wucnonszoBanuu Wi-Fi orkmoun ¢ynkumio "OOwwmid moctyn k daiiiam u npuntepam”. [laHHas
(GyHKUMS 3aKpbiTa [0 YMOJYaHHIO, OJIHAKO HEKOTOpbIE TIOJb30BaTeIM AaKTHBUPYIOT e€e Juil yJ00cTBa
UCIIONIb30BaHMs B paboTe mim yuebe;

4. He ucnone3yit mybommaabiii WI-FI ams mepenaum THYHBIX JaHHBIX, HAPAMEp IS BBIXO/a B CONMANBHBIC
CEeTH WM B JIEKTPOHHYIO TIOUTY;

5. Wcmonp3yii Tonpko 3amumieHHoe coenuHenne depe3 HTTPS, a wve HTTP, T.e. mpu Habope BeO-ampeca
BBOM UMeHHO "https:/";

6. B mobunsHOM Tenedone otkmoun ¢ynkumoo "[lonkimouenne k Wi-Fi aBromarnuecku". He nomyckait
ABTOMATHYECKOT0 TOJKITIOUCHHS yCcTpoiicTBa k ceTssM Wi-Fi 6e3 TBoero cormacus.

CouuajbHbIe CeTH

CoumanbHble CETH aKTUBHO BXOJIT B HAlly >KH3Hb, MHOTHE JIIOJM PaOOTAIOT M KHUBYT TaM IIOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH MWILIMAp] YeJOBEK, YTO SBISIETCS OJHOM CeIbMOI BCeX JKUTENeH IUIaHEeTHI.
MHorue monb30BaTeNld HE MMOHUMAIOT, YTO MHPOPMALHUs, pa3MENICHHAs UMH B COIHMANBHBIX CETAX, MOXET OBITh
Hal/IeHa 1 MCIIOIb30BaHa KEM YTOAHO, B TOM YHCJIe He 0043aTeNbHO ¢ OJaruMu HaMepeHHUSIMU.

OCHOBHBIE COBETHI TI0 6€30IIACHOCTH B COIMAJIBHBIX CETAX:

1. OrpaHn9b CIIUCOK Apy3eH. Y TeOs B APY3bSX HE JOIDKHO OBITH CITydaiiHBIX M HE3HAKOMBIX JTIO/IEH;

2. 3ammmail CBOIO YacTHYIO XW3Hb. He ykaspIBail maponu, TenedoHbI, aapeca, 1aTy TBOETO POXKICHUS H
JPYTYIO JINYHYIO HH(OpPMAIHIo. 3IM0yMBIIUICHHUKA MOTYT HCIOJIB30BaTh Aake HHOOPMAIHIO O TOM, KaK THl U TBOU
POJUTENHN IUTAHUPYETE NPOBECTH KAHUKYJIBL;

3. 3anmmail cBOIO pemyTaIyio - Aep>KH ee B YHCTOTE M 3aj1aBail cebe BOIpoc: XOTel Obl ThI, YTOOBI JIpyrUe



TI0JIL30BATEJIM BUIIEIIH, YTO ThI 3arpysxaeiis? [Togymaid, mpeskae 4eM 4To-TO OImyOIMKOBaTh, HAMCATh U 3arPYy3UTh;

4. Ecy THI TOBOPHILB C JIOABMH, KOTOPBIX HE 3HACIlb, HE UCIONB3YH CBOE peajbHOEe UM U IPYT'YIO THYHYIO
UHPOPMALUH: UMS, MECTO KUTEIBCTBA, MECTO y4eObl U Ipoyee;

5. N3b6eraii pa3memienus gortorpaduii B UHTEepHETE, TIIE TH N300payKeH HA MECTHOCTH, 10 KOTOPOH MOYKHO
OIIPENICITUTh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpanvy B COUMAIBHON CeTH HEOOXOUMO UCIIONB30BATh CJIOXKHBIE TTAPOJIH, COCTOSIINE U3 OyKB
¥ nudp ¥ C KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Jlnst couuanabHON CeTH, MOYTHI M APYTUX CalTOB HEOOXOAMMO HCIIONIB30BaTh pa3Hble Mapoiu. Tornma ecinu
TeOs B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJTy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBIE IEHbI'H

DJIeKTpOHHBIE JICHBIU - 3TO OYEHb YIOOHBIH CII0CO0 TUIaTeXel, 0JJHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOpPbIC
XOTST NMOJYYUTh ITU JCHBIH.

OJNEeKTPOHHBIE AEHBI'M MOSBUINCH COBCEM HEAABHO U MMEHHO M3-3a 3TOTO BO MHOTUX TOCYJAapCTBax IO CUX
[IOp HE NPOINKCAHO NIPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT U O HUX YK€ IPONKMCAHO B 3aKOHE, IJIe MX Pa3AessioT Ha HECKOJBbKO
BUJOB - QHOHUMHBIE U HE aHOHHMHBbIE. Pa3sHHIla B TOM, 4TO QHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peluaercs
MPOBOIUTE Oleparii 0e3 MACHTH()HKAINK TOJH30BATENSI, & B HCAHOHHUMHBIX HIACHTU(HUKAIMS II0Jb30BATENs
SBIISICTCS 0053aTEIEHOM.

Takxe cuemyer pa3nuyarh 3JICKTPOHHBIE (HATHBIC ACHBIW (PaBHBI TOCYZAPCTBCHHBIM BalOTaM) U
3JIEKTPOHHBIE He(hUATHEIC CHBIH (HE PaBHBI TOCYIAPCTBEHHBIM BAaJIFOTAM).

OCHOBHBIE COBETHI 110 0e30mMacHON paboTe ¢ MEKTPOHHBIMH ACHBIAMHU:

1. IpuBsbxu K cueTy MOOMIIBHBIH TenedoH. DTo camblil yTOOHBIH U OBICTPBII CHOCOO BOCCTAHOBUTH JIOCTYII K
cuery. IIpuBsi3aHHBINA TeleOH MOMOXKET, €CliM 3a0yAelib CBOM IUIATEXHBIM Mapoyib WM 3aiijiellb Ha CalT c
HE3HAKOMOI'O YCTPOMCTBA;

2. Wcnonp3yii omHOpa3oBbie maposiu. [locie mepexona Ha YCHICHHYIO aBTOpU3aIluio TeOe yxe He Oyaer
YIPOKaTh ONACHOCTh KPayKu WJIM IIepexBaTa ILIaTeKHOTO apoLs;

3. Beibepu cnoxHbii maponb. [IpecTymHukaM OymeT HE MPOCTO yraaaTh CIIOKHBIA mapoib. HamexHbie
MapOIH - 3TO MAPOIH, KOTOPHIE COEepKaT HE MEHee 8§ 3HAKOB U BKIIIOYAIOT B Ce0s CTPOUYHBIC U MPOMUCHEBIC OYKBEHL,
IUQpPEl U HECKOJIFKO CHMBOJIOB, TaKWe KaK 3HAK JoJulapa, (yHTa, BOCKIHWIATENBHBIA 3HaK W T.. Hampumep,
$tRONg!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HA caliTaX, KOTOPBIM HE JOBEPSEIb.

aﬂeKTpOHHaﬂ mo4yrta

ONeKTpOHHasl Mo4YTa - 3TO TEXHOJOTHA M IPEJOCTaBIAEMBbIE €I0 YCIYIHM MO HEPECBHUIKE U IOIyYEHHUIO
3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE paclpenessioTcss B KOMIBIOTEpHOH ceTH. OOBIYHO 3JIEKTPOHHBIH MOYTOBBII
AIIMK BBINJISANT CIEIYIOMMM 00pa3oM: WMsI_ITOJIb30BaTEISI(@UMs_JOMeHa. Tarke Kpome Iepeladd IPOCTOro
TEKCTa, UMEETCS BO3MOXKHOCTD TepeiaBaTh (ailibl.

OCHOBHBIE COBETHI 110 0e30MmacHON paboTe ¢ MEKTPOHHOM MOYTOH:

1. Hamo BBIOpaTh MpaBUIIBHBIM THOYTOBBIA cepBHC. B MHTEepHETE eCTh OTpPOMHBIN BHIOOp O€CIIATHBIX
MOYTOBBIX CEPBHCOB, OJHAKO JIYHIIIe TOBEPSTh TEM, KOT'O 3HACIIh U KTO MEPBHIH B peHTHHTE;

2. He \yka3pBaili B JHYHOH TouTe JHMYHYK uHpopmanuio. Hanpumep, ydme BbeIOpaTh
"My3bIkaJibHBIA _(paHaT@" winn "pok2013" BmecTo "Temal3";

3. Hcnonp3yil ABYXATAIHYIO aBTOPHU3AIUI0. DTO KOT/Ia IOMUMO MapoJisi Hy>KHO BBOAHUTH KOJI, MPUCHIIAEMBIN
mo SMS;

4. Beibepu CIIOXHBIN TTapoib. 1JIs KaXKOT0 OYTOBOTO SIIIUKA JOJDKEH OBITh CBOI HAIEKHBIH, YCTOMYUBBIN K
B3JIOMY N1apOJIb;

5. Eciy ecTh BO3MOYKHOCTb HAITUCATh CAMOMY CBOM JIMUHBIA BONPOC, UCHOIb3YH 3Ty BO3MOKHOCTH;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIil Uil 4acTHOM MEPENUCKU C aJpecaTaMi, KOTOPBIM ThI
JIOBEpsieIIb. JTO 3JEKTPOHHBIN aJjpec He HaJI0 MCIIOIb30BaTh IPH PErHCTpalvy Ha GpopyMax U cairax;

7. He otkpsIBaii (haiuiel ¥ qpyrue BIOKEHUS B MUCHMAX, Ja)ke €CIIM OHM IPHUILIN OT TBOMX JApy3ei. Jlydmie
YTOYHHU Y HUX, OTTIPABJISLIIN JTH OHH TeOe 3TH (aisl;

8. ITocne okoHuaHWS pabOTHI HA IOYTOBOM CEPBHICE ITEpe]] 3aKPBITHEM BKIIAIKHU C CaiiToM He 3a0y/ap HaXaTh
Ha "BeiiTn".

KubepOy/uIMHT HJIN BUPTYaJbHOE U3/1eBaTeJbCTBO

KubepOymnuHr - mpeciieZjoBaHHe COOOIICHUSMH, COACPIKAINTUMH OCKOPOJIECHUS, arpecCcHio, 3alyTHBaHUE;
XYJIHTaHCTBO; COIIMAIbHOE OOHKOTHPOBAHHUE C TIOMOIIBIO PA3INIHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI IO 60ppOe ¢ KHOEPOYIIHHTOM:

1. He 6pocaiics B 60ii. JIydmuii crioco6: MOCOBETOBATHCS KaK ce0sl BECTH U, €CJIM HET TOTO, K KOMY MOXHO
O6paTI/ITBCH, TO BHaAYaJi€ YCIIOKOUTHCA. Ecim ThI HauHEIIL OTBEYATH OCKOp6HeHI/I$[MI/I Ha OCKOp6HeHI/I$[, TO TOJBKO
ernie OoJIbIIe Pa30AOKEIIb KOH(IUKT;

2. Ynpassii cBoel KubeppenyTamuei;



3. AHOHUMHOCTb B ceTH MHIMasl. CyIIecTBYIOT CLIOCOOBI BBIICHUTB, KTO CTOHT 33 aHOHUMHBIM aKKayHTOM;

4. He crouTt BeCTH XyJNHTaHCKHHA 00pa3 BUPTYaJIbHOU >XHM3HH. MIHTEpHET QUKCHPYET BCE TBOW ACHCTBHS U
COXpaHAeT UX. Y HanuTh ux OyneT KpaitHe 3aTpyAHUTEIBHO;

5. Cobnroniait cBOIO BHPTYANBHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHWYHBINA HeratuB. OIHOPa30BBIE OCKOPOHWTEIBHBIE COOOIICHHS IIydIle NTHOPHPOBATE.
OO0bI9HO arpeccus IpeKpanacTcs Ha HadalbHOM CTaIny;

7. ban arpeccopa. B mporpamMmax oOMeHa MrHOBEHHBIMH COOOIIECHHMSMH, B COLHAJIBHBIX CETSIX €CTh
BO3MOXKHOCTb OJIOKUPOBKH OTIPaBKH COOOIIECHHH C ONPE/IEIEHHbIX aJpEeCcOB;

8. Eciu b1 cBuaeTens kubepOysuHra. TBou NelCTBUS: BBICTYIHUTH IIPOTHB MPECIIEA0BATEs, I0Ka3aTh eMy,
YTO €ro JeHCTBHUS OLIEHMBAIOTCS HETaTHBHO, IOJEPKaTh KEPTBY, KOTOPOW HY)KHa ICHXOJIOTHYECKas MOMOIIb,
COOOIIUTH B3POCIBIM O (PaKTE arpeCCUBHOTO MOBEACHUS B CETH.

MoouabHbIi TesiedoH

CoBpeMeHHbIe cMapT(OHBI M IUIAHLIETH COJEp KaT B ceOe BIIOJIHE B3pOCHBIH (DYHKIHOHA, U TENeph OHU
MOT'YT KOHKYPHUPOBATh CO CTAIl[MOHAPHBIMH KoMIbloTepamu. OJHAKO, CPEICTB 3alUThl IS MOJJOOHBIX YCTPONCTB
MOKa oueHb Majio. TecTupoBaHKe U MOUCK YA3BUMOCTEH B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak s 1K, To ke
caMmoe KacaeTcs ¥ MOOMIIbHBIX ITPHUIIOKEHHH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIN HACTOJIBHbBIC aHAJIOTH, OJHAKO PacIINpEHHUE
(yHKIIOHAA BIIEYET 32 COOOM OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIIUIICHHOCTD.

Jlaeko He BCe MPOM3BOIUTENN BBITYCKAaIOT OOHOBJIEHUS, 3aKPBHIBAIOIINE KPUTHYECKHE YS3BUMOCTH JUIS
CBOHUX YCTPOMCTB.

OcCHOBHBIE COBETHI T O€30IMaCHOCTH MOOMILHOTO TenedoHa:

Huuero He sBnsiercst mo-HacrosmieMy OecruiaTHeIM. Byap ocTopokeH, Beib Korjma Tede mpeaiaraior
OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIaTHBIE YCIIYTH;

Hymaii, npexxae yem ornpaButh SMS, ¢oto min Buaeo. Thl TOYHO 3Haelb, re OHU OyIyT B KOHEYHOM
urore?

Heo06xoa1mMo 0GHOBIISITE ONEPALMOHHYIO CUCTEMY TBOETo cMapT(oHa;

Hcnonb3yi aHTUBHPYCHBIE IPOrPaMMBI JII1 MOOMIIBHBIX TeIe()OHOB;

He 3arpyxall HpuIOXKeHHS OT HEM3BECTHOTO HCTOYHHUKA, BEAb OHU MOTYT COJIEP)KATh BPEJOHOCHOE
MPOTPaMMHOE 00€eCIIeUCHHE;

IMTocme Toro xak THI BRIAACIIG C caiTa, TJe BBOIWI JHYHYIO MH(OpManuio, 3aiiin B HACTpOHKH Opaysepa 1
ymamu cookies;

Iepronudeckn npoBepsii, KakKe MIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBoif HOMep MOOHMIBHOTO TeIe()OHa TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIIb M KOMY JOBEPSIEIIb;

Bluetooth momken ObITH BBIKIFOUEH, KOTa Th MM HE I0JIb3yelibes. He 3a0biBaii HHOTIA TPOBEPSITH 3TO.

Online urpst

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOUHBIE, 3aXBATHIBAIOIIUE Pa3BIICUCHHs, OOBEIUHSAIONINE COTHU ThICTY
YeJIOBEK 10 BceMy MHpY. VIrpokn mcciienyroT JaHHBIM UM MHUp, OOILIAIOTCS OPYT ¢ APYTOM, BBIMOJHSIOT 33JaHus,
CpaXkaroTCs C MOHCTpaMHM M MOJYYaloT OMBIT. 3a YIOBOJIBCTBHE OHHM IUIATAT: MOKYMAIOT IWCK, OIUIAYMBAIOT
a0OHEMEHT WIN MPHOOPETAIOT KaKUE-TO OIIIKH.

Bce 3T cpenctBa MAyT Ha MOAJEpKAHWE M Pa3BUTHE HWIPHl, a Takke Ha caMmy O€30MacHOCTh:
COBEPLICHCTBYIOTCSI CUCTEMbl aBTOPHU3AILIMH, BBITYCKAIOTCS HOBbIe MaT4d (LM(POBBIC 3alUIATKH Uil IPOrpaMM),
3aKpbIBAIOTCA YSI3BUMOCTHU CEPBEPOB.

B 1momoOHBIX MTpax CTOMT OmacaTbCsi HE CTOJIBKO CBOMX CONEPHHMKOB, CKOJIBKO KPaXkKM TBOETO MapoJsi, Ha
KOTOPOM OCHOBaHa CHCTEMa aBTOPH3ALMK OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecnm nmpyroif mrpok BemeT ceOsi IUIOXO WIM CO3[aeT Tebe HENpHATHOCTH, 3a0JOKHUPYH €ro B CIHCKe
UT'POKOB;

2. Tloxamyiica agMMHUCTpaTOpaM HWIpbl Ha IUIOXO€ MOBEIECHUE 3TOT0 MIPOKa, JKENIATENbHO MPUIO0KHUTH
KaKHe-TO J10Ka3aTeIbCTBa B BUJIE CKPUHOB,

3. He yxa3sIBaii TnuHyto HH)OPMAIHIO B IIpodaiiie Urpsl;

4. YBaxkail Ipyrux y9aCTHHKOB IO UTPE;

5. He ycranaBnuBaii Heo(uIIManbHbIE TATYH U MOJIBI;

6. Mcrionb3yii c0KHBIE U pa3HBIE TAPOJIH;

7. Jlaxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYaThb aHTUBUpYC. [loka Thl Wrpaenib, TBOM KOMIBIOTEDP MOTYT
3apa3UTh.

DumMHT 1IN Kpama JIMYHBIX JAHHBIX

OOBIYHON Kpakel JeHer W JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YAWBHIIL, HO C Pa3BUTHEM HWHTEPHET-
TEXHOJIOTHH 3JI0YMBIINIEHHUKY TIEPEMECTUIINCH B MHTEPHET, U MPOJIOJIKAIOT 3aHUMATHCS "TIOOMMBIM" JTEIOM.

Tak nosiBUIIaCh HOBasi yrpo3a: WHTCPHET-MOIICHHUYECTBA WU (DUIIVHT, TNIaBHAS LIETh KOTOPOTO COCTOUT B
MOJYYCHUN KOH(UICHIIMATBHBIX JaHHBIX IOJIb30BaTElel - JIOTHHOB W mapoied. Ha anrmmiickom si3eike phishing



yutaeTcs Kak pumuHr (ot fishing - peiOHas 0B, password - mapois).

OCHOBHBIE COBETHI TI0 OOPBHOE ¢ PUIITHHTOM:

1. Crenm 3a cBOMM aKkkKayHTOM. Ecim Tl mozo3peBaeib, 9TO TBOS aHKETa ObLIA B3JIOMaHa, TO HEOOXOIMMO
3a0JIOKUPOBATh €€ U COOOIINUTH aIMUHHICTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucrnonp3yi 6e30macHbIe BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHoB 1 IIOMCKOBBIX CHCTEM;

3. HMcnone3yii cinoxHBIE W pa3Hble Mapoin. Takum oOpa3oM, ecian TeOs B3IOMAIOT, TO 3JI0YMBIIIICHHUKH
MOJTy4YaT AOCTYII TOJIBKO K OJJHOMY TBOEMY IPO(HIIIO B CETH, a HE KO BCEM;

4. Ecnin Te0st B3mOManu, TO HEOOX0ANMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE I0OABICHBI Y TEOs
B JIpY3bsIX, O TOM, YTO TeOs B3JIOMalX M, BO3MOXXHO, OT TBOEr0 MMEHH OyIeT pacchlIaThCsl CIIaM M CCBUIKH Ha
(PUILIMHTOBBIE CANTBI;

5. Ycranosu HagexHsid napoiss (PIN) Ha MoOMIbHEIN TenedoH;

6. OTKIII0YM COXpaHEHHE TapoJisi B Opaysepe;

7. He otkpsIBaii haiuiel 1 qpyrue BIOXKECHUS B MACHMAX, JaXK€ €CJIM OHH IPHUILINA OT TBOUX Apy3ei. Jlyumre
YTOUYHH y HUX, OTHPABIISUIN JIX OHU TeOe 3T (ailbl.

Hudposas penyranus

[{udposas pemyTarust - 3T0 HeraTUBHAsI WM NO3WTHBHAs MH(pOpMalus B ceT o Tedbe. Kommpomerupyromas
nH(OopManus, pasMeIleHHasT B MHTEPHETE, MOXKET CEPhE3HBIM 00pa3oM OTPA3HTHCS HAa TBOCH pealbHOM JKH3HU.
"Hudposas permyranus” - 3T0 TBOH UMUK, KOTOPEIA opMupyercs u3 mHGOpMaIiu 0 TeOe B HHTEPHETE.

TBoe MecTo XHTENnbCTBa, y4eObl, TBOE (DMHAHCOBOE MOJIOKCHHE, OCOOCHHOCTH XapakTepa M paccKasbl O
OJM3KHX - BCE 3TO HAKAIUINBACTCS B CETH.

MHorHe TOAPOCTKH JITKOMBICIEHHO OTHOCSTCA K MyONMKanuu JUYHOW mH(popmanuu B MHTepHere, He
MOHMMAasi BO3MOXKHBIX MOCIEACTBHIA. Thl 1a)ke HE CMOXKEIb JIOrajaThCsi O TOM, 4To (ororpadus, pazmenieHHas 5
JIeT Ha3aj, cTajla IPUYMHON OTKa3a NPUHATH TeOs Ha padoTy.

KommeHTapuu, pazmernenue TBoux ¢ororpaduii u apyrue JelCTBUS MOTYT HE HCUE3HYTh Aaxke IIocie TOro,
Kak Thl UX yJalullb. Thl HEe 3Haellb, KTO COXPAHWI 3Ty MH(OPMALMIO, NoNajia JIM OHa B MOUCKOBBIE CHCTEMBI U
COXpaHMWIIACh JIM OHA, a IIIAaBHOE: YTO TOAYyMAIOT O TeOe OKPYKAIOIIUE JFOIU, KOTOpble HAWAYT U YBUAAT 9T0. Haiitn
nH(OpMaLMI0 MHOTO JIET CIIYCTSI CMOXKET JIF000# - Kak U3 TOOpBIX MOOYKACHHI, TaK U ¢ HAMEPEHUEM NPUYUHHTD
Bpel. DTO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aLINTE HU(PPOBON peIyTaLHH:

1. IToxymaif, mpex e 4eM 4To-To IyOIMKOBaTh U TIepeaaBaTh y ceds B OJiore WM B COLMATIBHON CETH;

2. B HacTpoiikax mpoQuis yCTaHOBH OTPAHHUUYCHHS HA MPOCMOTP TBOETO MPO(QMIS M €ro COAEPKHUMOTO,
caenai ero Tonbko "ais Apy3en”;

3. He pa3meniaii u He yka3bpiBaii HHGOPMAIHIO, KOTOPasi MOJKET KOTO-TH00 OCKOPOJISTH MIIH OOMKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJBHUKH - aKTUBHBIE MOJb30BaTeNM NU(PPOBOTo IpoctpaHcTBa. OMHAKO JAIEKO HE BCeE
3HAIOT, 4YTO TIIOJb30BAaHWE MHOTUMH BO3MOXHOCTSIMH LU(poBOro Mupa TpeOyeT coOMIOeHNsT NpaB Ha
MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTENNEKTyalbHas COOCTBEHHOCTH' OTHOCHTCA K PA3IUYHBIM TBOPEHHSAM UYEIOBEUECKOTO yMa,
HauMHAasl ¢ HOBBIX M300peTEeHU U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HAa MPOIYKTHI M YCIYT'H, U 3aKaHUYMBas
KHUramu, pororpadusMu, KHHODUIBMAMHU U MY3bIKaIbHBIMH POU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO IIPaBa HAa MHTEIJIEKTYAIbHYIO COOCTBEHHOCTh Ha MPOM3BEACHUS HAyKH, JTUTEPATYPHI
M UCKYCCTBA. ABTOPCKHE TpaBa BBICTYNAIOT B KAYECTBE I'APaHTHU TOTO, YTO MHTEIUIEKTYAJIbHBIH/TBOPUECKUN TPY/
aBTOpa He OyAeT HallpacHbBIM, AACT €My CHpaBe/UIMBBIC BO3MOKHOCTH 3apaboTaTh HA pe3yibTaTax CBOEro TPyAa,
MOJYYUTh M3BECTHOCTh M TIpu3HaHWe. Hukro 0e3 paspemieHus aBTopa HE MOXET BOCIPOHM3BOAUTH €TO
MPOU3BEACHHE, PACIPOCTPAHATh, IMyOJMYHO NEMOHCTPHPOBATH, MPOJaBaTh, MMIOPTHUPOBATH, ITyCKaTh B IPOKAT,
MyOJIMYHO UCTIOJIHSATD, IIOKa3bIBaTh/UCIIONHATE B 3(HUpe WK pa3Mmeniats B iHTEpHETE.

Hcnonp3oBaHue "MMpaTcKOro” MporpaMMHOTO 00ecIieueHNsT MOXKET IPUBECTH K MHOTUM PUCKaM: OT IOTEpH
JIAaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTPOMCTBa, Ille YCTaHOBJIEHa HeleraibHas rnporpamma. He
CTOUT TakXe 3a0BIBaTh, YTO CYIIECTBYIOT JIETAJbHBIE M OECIUTaTHBIE IPOTPAMMBI, KOTOPBIE MOXXHO HAHTH B CETH.

O noprane

CeTeBUYOK.P( - TBOM INIaBHBIIi COBETYMK B CETH.
31ech Thl MOKelllb Y3HATH 0 0€30MACHOCTH B CETH MOHATHBIM H JOCTYNHBIM SI3BIKOM, a MPHU
BO3HUKHOBEHHMYU KPUTHUYECKOIl CUTYyallMd O0PaTUTHCH 32 COBETOM.
A Takke NPUHSATH y4aCcTHE B KOHKYPCAaX U CTATh CAMbIM UM (POBBHIM rPaKIAHUHOM !



